Office of Information Governance and Privacy

U.S. Department of Homeland Security
500 12 St., SW
Washington, D.C. 20536

‘ygng. U.S. Immigration
%@; and Customs
%y Enforcement
January 20, 2023

Ms. Jacqueline Stevens

601 University Place, 2d floor
Political Science Department
Evanston, IL 60208

RE: Stevens v. ICE 20-cv-2725
ICE FOIA Case Number 2020-1CLI-00042
Twenty-Sixth Interim Release

Dear Ms. Stevens:

This letter is the twenty-sixth interim response to your client’s Freedom of Information Act
(FOIA) requests to U.S. Immigration and Customs Enforcement (ICE). Your client seeks
records relating to the following Freedom of Information Act requests: 2018-ICFO-56530, 2020-
ICFO-18634, 2019-ICFO-33429, 2019-ICFO-29171, 2018-ICFO-59138, and 2019-ICFO-24680.
ICE has considered your request under the FOIA, 5 U.S.C. § 552. This interim response
provides additional documents responsive to your FOIA requests 2018-ICFO-59138.

FOIA request 2018-ICFO-59138 seeks:

“A. The most recent Jail Services Costs Statement (JSCS) for the following facilities ICE uses to
hold people under immigration laws:

1) the Berks County Residential Center, Berks County, PA;
2) South Texas Family Residential Center, Dilley, TX;

3) Hudson County Jail, Hudson County, NJ;

4) Stewart County, GA, (CoreCivic);

5) Aurora, Colorado (GEO)

6) Tacoma, WA (GEO)

7) Otay Mesa, CA (CoreCivic)

8) Eloy, AZ (CoreCivic)

9) Pinal County Jail, AZ

10) Otero County Processing Center, NM (MTC)

11) Joe Corley Detention Facility, Conroe TX (GEO)

12) Houston, TX (CoreCivic on Export Drive)

13) IAH, Secure Adult Detention Center (MTC) (Livingstone, TX)
14) LaSalle, LA

www.ice.gov
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B. Memorandum from Michael J. Davidson, Chief, CALD, OPLA, ICE to William C. Randolph,
Director and Head of Contracting Activity, OAQ, ICE, Funding Intergovernmental Service
Agreements (Feb. 7, 2013)

C. All information in any medium including but not limited to e-mail, text messages, reports,
contracts, memoranda, letters, or faxes signed by, from, to OR about Charlie Dent, John
McCormack, Eric Ruth, Matthew Lerch, Judith Kraine, Mark Baldwin, William Dennis, Thomas
Gajewski, Judith Schwank, Mark Scott in ICE components that handle Berks County, PA ICE
Intergovernmental Service Agreements (IGSAs) and not responsive to previous requests. This
means any document under ICE control associated with detention or removal operations, facility
leases, purchases, sales, or services rendered in Berks County, PA that reference any of the
individuals listed above is responsive to this request. Please make sure to inquire of any ICE
component responsible for any negotiations with Berks County. The time frame of this request is
2000 to the present.

The most likely location of records responsive to this request are offices responsible for the
Berks County, PA operations, contracts, and reviews, including but not limited to litigation for
that facility. In particular, there should be communications in 2006 about ICE-contracted facility
firings based on allegations of unlawful actions. Components within ICE that are alerted about
misconduct or possible litigation should be searched for responsive records.

D. Please also include all grievance logs and grievances for Berks County, PA, Hudson County,
NJ, and Otero County Processing Center, January 1, 2010, to present. (Names and other
Personally Identifying information is of course exempt and may be redacted.)

E. All Jail Services Costs Statements for Berks County Family Facility and Hudson County, NJ
2001 to present.

F. Since January 1, 1999, the earliest first 100 pages of documents associated with the IGSA for:

1. Berks County, PA
2. Hudson County, NJ

For "F" please request documents of the component of ICE predecessor INS that would initiate
discussions of IGSAs for the purposes of holding people under immigration laws. I am seeking
the first information referencing these county governments as suitable detention locations by an
INS component in any medium, including but not limited to emails, letters, proposals,
memorandums, or reports.

G. All Evaluations associated with contracts for facilities below, including technical and
performance evaluations by the Contracting Officers and ICE Detention Planning and
Acquisition Unit and ongoing performance and renewals by contract officers EXCEPT Inspector
reports. The time frame for this request is January 1, 2000, or the first year of the facility's
submission of the JCSC through the present.

1) the Berks County Residential Center, Berks County, PA;
2) South Texas Family Residential Center, Dilley, TX;
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3) Hudson County Jail, Hudson County, NJ;

4) Stewart County, GA, (CoreCivic);

5) Aurora, Colorado (GEO)

6) Tacoma, WA (GEO)

7) Otay Mesa, CA (CoreCivic)

8) Eloy, AZ (CoreCivic)

9) Pinal County Jail, AZ

10) Otero County Processing Center, NM (MTC)

11) Joe Corley Detention Facility, Conroe TX (GEO)
12) Houston, TX (CoreCivic on Export Drive)

13) IAH, Secure Adult Detention Center (MTC) (Livingstone, TX)
14) LaSalle, LA

H. Evaluations of JCSCs by Contracting Officers and ICE Detention Planning and Acquisition
Unit for all detention contracts since January 1, 2008.

I. Evaluations of the FIRST JCSCs by Contracting Officers and ICE Detention Planning and
Acquisition Units (or their predecessors) for all currently operating ICE/INS detention facilities
except as covered by (H).”

ICE has considered your requests under the FOIA, 5 U.S.C. § 552.

A search of the Office of Acquisitions located records that were potentially responsive to your
request. For this production ICE reviewed 1032 pages of potentially responsive documents. ICE
has determined that 213 pages were duplicative; 346 pages will be released in full and the
remaining 473 pages will be withheld in part pursuant to FOIA Exemptions 4, 6, and 7(C) and
7(E) as described below. A total of 819 pages have been Bates numbered 2020-ICLI-00042 9498
through 2020-ICLI-00042 10316.

FOIA Exemption 4 protects trade secrets and commercial or financial information obtained
from a person that is privileged or confidential. The courts have held that this subsection
protects (a) confidential commercial information, the disclosure of which is likely to cause
substantial harm to the competitive position of the person who submitted the information and (b)
information that was voluntarily submitted to the government if it is the kind of information that
the provider would not customarily make available to the public. I have reviewed the responsive
documents, the submitter’s objections to release, and relevant case law, and I have determined
that portions of the responsive records are exempt from disclosure under subsection (b)(4) of the
FOIA and must be withheld in order to protect the submitter’s proprietary interests.

ICE has applied FOIA Exemptions 6 and 7(C) to protect from disclosure the personally
identifiable information of DHS employees and third parties contained within the records.

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the
release of which would cause a clearly unwarranted invasion of personal privacy. This requires a
balancing of the public’s right to disclosure against the individual’s right to privacy. The privacy
interests of the individuals in the records you have requested outweigh any minimal public
interest in disclosure of the information. Any private interest you may have in that information
does not factor into the aforementioned balancing test.
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FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes
that could reasonably be expected to constitute an unwarranted invasion of personal privacy.
This exemption takes note of the strong interests of individuals, whether they are suspects,
witnesses, or investigators, in not being unwarrantably associated with alleged criminal activity.
That interest extends to persons who are not only the subjects of the investigation, but those who
may have their privacy invaded by having their identities and information about them revealed in
connection with an investigation. Based upon the traditional recognition of strong privacy
interest in law enforcement records, categorical withholding of information that identifies third
parties in law enforcement records is ordinarily appropriate. As such, I have determined that the
privacy interest in the identities of individuals in the records you have requested clearly outweigh
any minimal public interest in disclosure of the information. Please note that any private interest
you may have in that information does not factor into this determination.

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of
which would disclose techniques and/or procedures for law enforcement investigations or
prosecutions or would disclose guidelines for law enforcement investigations or prosecutions if
such disclosure could reasonably be expected to risk circumvention of the law. [ have
determined that disclosure of certain law enforcement sensitive information contained within the
responsive records could reasonably be expected to risk circumvention of the law. Additionally,
the techniques and procedures at issue are not well known to the public.

If you have any questions about this letter, please contact Assistant United States Attorney Alex
Hartzler at Alex.Hartzler@usdoj.gov.

Sincerely,
MARCUS K E};g/]\i:\‘aéll);ssigned by MARCUS K
FRANCIS SR Date: 2023.01.20 11:37:32

-05'00"
Marcus K. Francis, Sr.
Supervisory Paralegal Specialist

Enclosure: 819 pages


mailto:Alex.Hartzler@usdoj.gov
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MODIFICATION:

This Agreement, or any of its specific provisions, may be revised or modified by signatory concurrence of the
undersigned parties, or their respective official successors.

TRANSPORTATION SERVICES:

1. The PROVIDER shall provide ground transportation services to and from ICE's Service
Processing Center twice daily on normal business days. The PROVIDER shall transport:
detainees securely and in a timely manner as directed by the COTR or designated ICE
official. When assigned transportation officers are not providing transportation services the
PROVIDER shall assign the employees to supplement security duties within the faciltty at
no additional expense to the Government.

2. The PROVIDER shall furnish one bus, in good repair and suitable, approved by the
government, to safely provide the required transportation service, The PROVIDER shall
not allow employees to use their privately owned vehicles to transport detainees. The
PROVIDER shall furnish vehicles equipped with interior security features including
physical separation of detainees from guards. The PROVIDER shall provide the interior
security specification of the vehicles to ICE for review and approval prior to installation.

3. The PROVIDER personnel provided fot the above services shall be of the same qualifications,
receive the same training, complete the same security clearances, and wear the same uniforms as
those PROVIDER personnel are provided for in the other areas of this agreemgnt.

4. During all transportation activities, at least one officer shall be the same sex as the detainee.
Questions concerning guard assignments shall be directed to the COTR for final derermination,

5. The PROVIDER shall, upon order of the COTR, or upon his own decision in an urgent
medical situation, transport u detainee to @ hospital location.

6. When the COTR provides documents to the PROVIDER concerning the detainee(s) to be
transported, the PROVIDER shall deliver these documents only to the named authorized
recipients. The PROVIDER shall ensure the material is kept confidential and not viewed by
any person other than the authorized recipient.

7 The PROVIDER shall establish a communications system that has direct and immediate

contact with all transportation vehicles and post assignments. Upon demand, the COTR
shall be provided with current status of all vehicles and post assignment cmployees.

MEDCAL SERVICES:

The U. §. Public Health Services (USPHS) will be responsible for providing all health care services provided
under contract for detained aliens in the custody of ICE, The USPHS shall provide medical coverage at the

fucility no less than twenty-four {(24) hours per day, seven (7) days per week.

The contzactor shall provide security with a minimum of a staff of one ar all times. When patients are housed in
the infirmary, a sccurity shall be posted to the unit 24 hours a day, seven days 1 weck. The contractor shall
coordinate and escort detainees to the medical clinic for sick call, appointments and pill line. Note: Optimum
functioning of health services depends on 2 continuous flow of patients to and from the clinic with an average of
one patient per provider every 10 minutes. Throughput for a clinic of this size could be as high as 200+ patients

per day. Bscort personnel will have to be assigned accordingly.
Pase3or 17
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The contractor shall provide the detainees written instructions for gaining access to health care services.
Procedures shaft be cxplained to all detainees in the detainees’ native language, and orally to detainees' who
are unable to read. The detainee shall similarly be provided instructions and assistznce in personal hygiene,
dental hygiene, grooming and health care. It shall be made routinely available.

The USPHS shall provide for medical screening upon arrival at the facility performed by health care personnel o

health trained personnel.

When communicable or debilitating physical problems are suspected, the detainee shall be separated from the
detainee population, and immediatcly notify USPHS staff. Behavioral problems {detainee who ix not diagnosed
as psychotic) and suicide observation will be the responsibility of the contractor.

Written policy and defined procedure shall require that detainee's written health complaints are solicited and
delivered to the medical facility for appropriate {ollow-up.

Written policy and defined procedure shall require that health care complaints are responded to and that sick
call, conducted by USPHS personnel is available to detainees daily. If a detainee's custady status precludes
attendance at sick call, arrangements are made to provide sick call services in the place of the detainee's detention.
A minizmum of one sick call shall be conducted daily. USPHS reserves the right to conduct teiage and sick call in

the place of the detainee’s detention.

The USPHS shall provide to the contractor and maintain basic first aid kits. First aid kits shall be available at
all times and shall be located throughout the facility, as necessary, to allow quick access. '

RECEIPT AND DISCHARGE OF FEDERAL DETAINEES:

The PROVIDER agrees to teceive and discharge Federal detainees only from and to properly identified kaw
enforcement officers and with prior authorization. Admission and discharge of Federal detainees shall be
fully consistent with PROVIDER policies and procedures.

ICE detainees shall not be released from the facility into the custody of other Federal, state, or local officials
for any teason, except for medical o1 croergency situations, without express authorization of ICE.

INSPECTION:

The PROVIDER agrees to allow periodic {nspections of the facility by ICE inspectors. Findings will be
shared with facility administrators in arder to promete improvements to facility operations and conditions of

detatnment.

B1LuING PROCEDURE:

(A} Invoices - Invoices shall itemize each detainee by name, register number, dates of stay, and
appropriate detainee-day rate. Billing shall be based upon the actual number of detainee days
used.

(B) livoices Submission

U.S. Immigration and Customs Enforcement
SPC Florence/Attn: COTR, Pinal County IGSA
3250 North Pinal Pkwy

Florenice, AZ 85232

(C) Payment - Payments will be made to the PROVIDER after receipt of a complete invoice, which
PAGLE4 OF 17
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ATTACHMENTS

Attachment I............ Performance Requirement Summary Table

Attachment 2............ Pinal County Sheriff's Office Detention Officer Employment Background
Process

Aﬁach.ment 3 Pinal County Administration

Attachment 4............ Pinal County Staffing Plan

Attachment 5............ Pinal County Proposed Route

Attachment 6............. Pinal County Implementation Plan
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This Performance Requirements Summary (PRS) serves to communicate what the Government intends to
qualitatively inspect, The PRS and Reviewers Guide are based on ACA standards, professional guidelines
referenced by the agrecment, applicable Governiment policy and any olher appropriate measure within the
agreement of services. The PRS and Reviewers Guide identily:

Each contract rcquircincnt, the functional areas, and quality level cssential {for successful performance
of each requircment;

Summarize the functional areas; and

Specify the maximum percentage of total reduction in agreement price attributable to each requirement.

Administration and Management — addresses policy development and monitoring; internal guality
control; maintenance of detainee records, funds, and property; admission and orientation procedures;
detainee release; and accommodations for the disabled

Reduction: 20%

Functional Areas "~ |Policy Development and Monitoring
Internal Inspections and/or Reviews
Detainee Records

Admission and Orientation
Personal Property and Monies
Detainee Release

Accommodations for the Disabled
Policy On Staffing

Quality Control

ATTACHMENT 1

PAGESOF 17

2020-ICLI-00042 9530




Security and Control — addresses the issuance of policies and procedures to staff; appropriate use of
force; maintenance of daily incident logs; emergency readiness; and detainee accountability and

discipline

Reduction: 25%

Functional Areas Post Orders

Permanent Logs

Security Features

Security Inspections and/or reviews
Control of Contraband

Detainee Searches

Detainee Accountability and Supervision
Use of Force

Non-routine Use of Restraints

Tool & Equipment Control
Weapons Control

Detainee Discipline

Supervision for Special Housing
Contingency/Emergency Plan

Food Service — addresses basic sanitation procedures and the adequacy of meals provided to detainees

Reduction: 15%

Functional Areas Sanitation Requirements
{Ensure Meals are Varied

Spectal Diets

Staff and Detainee Communication — addresses oppertunities for detainees to communicate with staff;
detainee grievance procedures; and the provision of diversity training for staff

Reduction: 5%

Functional Areas Staff-Detaince Communication
Diversity Training
Detainee (Grievances

_ [Safety and Sanitation — addresses the adequacy of fire safety programs; the control of dangerous
materials and/or hazards; air quality, noise levels, and sanitation of the facility; and the cleanliness of

clothing and bedding

Reduction: 10%

Functional Areas Fire Safely

Non-Hazardouns Furnishings
Controf of Dangerous Materials
Environmental Control
Ciothing and Bedding

Personal Hygiene/Well-being
Physical Facility and Equipment

Services and Programs — addresses detainee classification; religious practices; work assignments;
availability of exercise opportunities; access to legal materials and legal representation; access to a
telephone; visitation privileges; and the handling of detainee mail and correspondence

Pagr 0¥ 17
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Reduction: 15%

Functional Areas Classification, Review, and Housing
Religious Practices

Volunteer Work Assignments
Work Assignments and Security
Exercise and OQut-of-Cell Opportunities
Legal Materials

Legal Representation

Telephone Access

Visitation Privileges

Detainee Mail and Correspondence

Workforce Integrity — addresses the adequacy of the facility’s hiring process and background check
procedures, and the adequacy of procedures to respond to allegations of staff misconduct

Reduction: 5%

Functional Areas Staff Background and Reference Checks
Staff Training, Licensing, and Credentialing
Staff Misconduct

Detainee Discrimination — addresses the adequacy of policies and procedures designed to  prevent
discrimination against detainees based on gender, race, religion, national origin, or disability

Reduction: 5%
Functional Areas 'Discrimination Prevention

FEDERAL GOVERNMENT QUALITY ASSURANCE.

The Government’s Quality Assurance Program (QASP) is based on the premise that the provider, and
not the Government, is responsible for management and quality control actions to meet the terms of the
agreement. The QASP procedures recognize that the provider is not a perfect manager and that
unforeseen and uncentrollable problems do occur. Good management and use of an adequate QCP will

allow the facility to operate within acceptable quality levels.

Each phase of the services rendered under this agreement are subject to inspection both during the
providers operations and after completion of the tasks.

‘When the provider is advised of any unsatisfactory condition(s), the contraclor shall submit a written
report to the Contracting Officer (CO) addressing corrective/preventive actions {aken. The QASP is not

a substitute for quality control by the provider.

The COTR may check the contractor’s performance and document any noncompliance, however, only
the Contracting Officer may lake formal action against for unsatisfactory performance.

The Government may reduce the invaice or otherwise withhold payment for any individual item of
nonconformance observed. The Government may apply various inspection and extrapolation

techniques (i.e., 100 % surveillance, random sampling, planned sampling, unscheduled inspections,
ete.) to determine the quality of services and the total payment due.

PagEi00F 17
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FAILURE TO PERFORM REQUIRED SERVICES. The rights of the Government and remedies
described in this section are in addition to all other rights and remedies set forth in this agreement.
Any reductions in the invoice shall reflect the agreement’s reduced value resulting from the failure to

perform required services.

ATTACHMENT 1
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Imp'leme.htat]on Plan .

The following implementation plan reflects Pinal County’s projected ability to accept ICE detainees
effective October 1, 2006.

Date Number of beds available Gender Total maximum ICE
for new Detainees Detainees

| October 1,2006 | Forty-Five (45) Female 45
January 1, 2007 Sixty (60) Male 105
February 1, 2007 | Sixty (60) Male - 165
March 1, 2007 Sixty (60) Male 225
April 1, 2007 Sixty (60} Male 285
May 1,2007 | SXy 60 Male 345
June 1, 2007 Sixty (60) Male 405
July 1, 2007 Sixty (60) Male 465

August 1, 2007 Sixty (60) Male 525 ]

September 1, 2007 | Sixty (60) Male ' 585

QOctober 1, 2007 Forty (40) Male 625

The implementation schedule for October 1, 2006 thru October 1, 2007 will be followed unless
revised by written mutual agreement between ICE and Pinal County, and may be accelerated should
sufficient resources and staffing, as depicted in Aftachment 4 be achieved. Additionally, the
indicated capacity may be exceeded, so long as the fotal population (ICE Detainees + Pinal County
Inmates) do not exceed the facilities operational capacity of 1335,

The acceptance of male and female detainees will be consistent with the ability of Pinal County to
provide adequate, safe and secure housing which allows for the necessary sight and sound
separation between male and female detainees.

This indicated available bed space is effective thru September 30, 2009. Effective October 1, 2009
through September 30, 2011, there will be available not less than 500 beds for ICE detainees.
Should it become necessary to reduce available beds, in order to maintain a safe and secure
correctional environment, due to exceeding operational capacity, Pinal County on or before Aprit 1,
2011 and each year thereafter will provide writien notification of the available capacity for the
subsequent Federal Fiscal Year.

Aftachment 6
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The following implementation plan reflects Pinal County's projected ability to accept IGE detainees ofeciive January 2, 2007.

Exhibit “A”

Aweended Tmplementation Plan

The implementation schedule for January 2, 2007 thau November 1, 2007 will be followed unless revised by written mutual
agreemend between ICE and Pinal County and may be aceelerated should sufficient resources and staffing, as depicted in
Attachment 4 be achieved. Addiionally, the indicatec capacity may be exceeded, so long as the total popuiation (ICE

Detainees + Pinal County Inmates) do not exceed the faciliies operational capacity of 1335,

The accepiance of male and female detainees will be consistent with the abllity of Pinal Countyto provide adequiate, safe and

Nurniber of beds : ‘
available fox Total maximutn number of
Date Detainees Gender ICE Detainees
January 2, 2007 45 Fermale 45
February 1, 2007 &0 Male 105
March 1, 2007 60 Male 165
April }, 2007 60 Male 225
May 1, 2007 60 Mals 285
Jupe 1, 2007 60 Male 345
July 1, 2007 60 Malc 405
| August 1, 2007 60 | Male 465
September 1, 2007 60 Muale 525
October 1, 2007 60 Male 585
November 1, 2007 40 Male 623 ]

secure housing, which allows for the necessary sight and sound separation between male and female detainees.

This indicated available bed space is effective thid Septamber 30, 2009, Effective October 1, 2009 through September 30,
2011, there will be avaiiable net iess than 500 beds for GE detainges. Should it beoene necessary to reduce availibie beds,
rrardes 1o maintain 2 safe and secure comrectional environment, due to exceeding operafional capacity, Final County on or
befare April 1, 2011 ams each year thereafier will provide wiitten notifoation of the availzble capacity for the subsequent

federal Fiscal Year,

Attachmant 6
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REFERENGE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

CONTINUATION SHEET DROIGSA-07-0004//P00002 2 2
NAME QF QFFERCR DR CONTRACTOR
COUNTY OF PINAL
ITEM NO. SUPFLIESISERVICES QUANTITY{UNIT UNIT PRICE AMOUNT
(a) {B) <y {D) (B} {F)

revised procedure is effective December 10, 2008
and pertains to all invoices submitied on that
date and thereafter.

C. Under section titled FIRM-FIXED-PER DIEM
EATEZS AND PRICE ADJUSTMENTS, paragraph 1 is
revised as follows:

From;

.. The Federal Government may not be billed for
two (2) days when a prisoner is admitted one
everning and removed the following merning. Pinal
County may bill for the day of arrival, but not
for the day of departure.

Ta:
The Federal Government may not be biiled for
two {2) days when a ICE Detainee is admilted onhe

-evening and removed the following morning. The

Provider may bill for the day of arrival, but not
for the day of departure.

When the ICE detazinee iz received on the same
calendar day and released on the same day, at
least one meal must be given in order for the
Provider to bill for that day.

. All other fterms and conditions remain the
same,

NEN T540-01-152-8067
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ORDER FOR SUPPLIES OR SERVICES PAGE OF PAGES

SCHEDULE - CONTINUATION 3 3
IMPORTANT: Mark zll packages and papers with contract andfcr order numbers.
GATE OF QRDER  JCONTRACT NQ. ORDER KQ.
10/01/2008 |DROIGSA-07-0004 HSCEDM-092-F-1G042
ITEN NO. SUPPLIESISERVICES QUANTITY]UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACGCEFTED
i {A) ©) {C) {oy {E} (F} ()

made. No legal liability on the part of the
Government for any payment may arise until
funds are made available to the Contracting
Officer for this contract and until the
Contractor receives notice of such
availability, tec be confirmed in writing by
the Contracting COfficer. '

The total amount of award: $0.00. The
ohligation for this award is shown in box
174¢i).

- TQTAL CARRIED FORWARD TO 15T PAGE (TEM 17{H)}
NSN 7540311520042 0343 OPTIONAL FORM 248 (Rey. 245

Presirbac by GEA
FAR (48 CFi) 53,213
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ORDER FOR SUPPLIES OR SERVICES PAGE NO

SCHEDULE - CONTINUATION 3
IMPORTANT, Mark all packages and papers with coniroct andior order mumbers
DATE OF ORDER  JCONTRALT NO ORODER KO
04/30/2013 |DROIGSA-07-0004 HSCEDM-13-F-1IG030
[TEM NO SUPPLIES/SERVICES QUANTITY|UMNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(a) b} e fa) (=) n @)

payment coffered:

fvii) Name and address of official to whom
payment is to be sent;

{viii) Name, title, and phone number of
person to notify in event of defective
invoice; and

{ix) Taxpayer Identification Number (TIN}.
The Contractor shall include its TIN on the
invoice only if required elsewhere in this
contract. (See paragraph 1 above.)

(x) Electronic funds transfer (EFT} banking
information.

{A} The Ceontractor shall include EFT
banking information on the invoice only if
required elsewhere in this contract,

{B} If EFT banking information is not
required tc be on the inveoice, in order for
the inveice to be a proper invoice, the
Contractor shall have submitted correct EFT
banking information in accordance with the
applicable sclicitation provision, contract
clause {e.g., 52.232-33, Payment by
Electronic Funds Transfer-Central
Contractor Registration, or 52,232-34,
Payment by Electronic Funds Transfer-Other
Than Central Contractor Registration), or
applicable agency procedures.

(C) EFT banking information is not regquired
if the Government waived the requirement to
pay by EFT.

Invoices without the above information may
be returned for resubmission.

The procedure for contractors to submit
their inveices shall be via cne of the
following three methods:

a. By mail:

DHS, ICE

BURLINGTON FINANCE CENTER

P.Q. BOX 1620

WILLISTON, VT (05495-1620

ATTN: ICE-ERO-FPH-Fhoenix

Continued

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H}) L= 30.00

AUTHCRIZED FOR LOCAL REPCOUCTION OPTIONAL FORM 343 /A w2tom
FREVIOUS EGITION NOT USABLE

Propontad by CAk FAN |48 CFR) 53 2100
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REFERENCE NO. OF DOCUMENT BEIRG CONTINUED

PAGE OF

CONTINUATION SHEET DROIGSA-07-0004 /HSCEDM-13-F-IG030/PC0001 4 l 7
NAME OF OFFERCR CR CONTRACTOR
PINAL CQUNTY OF
ITEM NC SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (8) (Cy KD (E} (F}

infermatien in both the Contract/Agreement and
the information in the SAM. If payment is
remitted to another entity, the name, address and
DUNS infeormation of that entity must alsc be
provided which will require Government
verification before payment can be processed;

{ii) Dunn and Bradstreet (D&B} DUNS Number:;

{iii} Invoice date and invoice number;

{iv) Agreement/Contract number, contract line
item number and, if applicable, the order number;
(v} Description, quantity, unit of measure, unit
price and extended price of the items delivered;
(vi) Shipping number and date of shipment,
including the bill of lading number and weight of
shipment if shipped on Government bill of lading;
(vii) Terms of any discount for prompt payment
offered;

{(viii) Remit to Address;

{ix) Name, title, and phcne number of person to
notify in event of defective invoice; and

{x) Enrollment in Electronic¢ Funds Transfer: The
Contractor shall include EFT banking information
¢n the invoice -- only if required elsewhere in
this agreement/contract.

3. Invoice Supporting Documentatiocn. In order to
ensure payment, the vendor must alsoc submit
supporting documentation to the Contracting
Cfficer's Representative (COR) identified in the
contract as described below. Supporting
documentation shall be submitted to the COR or
contract Point of Contact (POC) identified in the
contract or task order with all invoices, as
appropriate. See paragraph 4 for details
regarding the safeguarding of information.
Invoices without documentation to support
inveiced items, containing charges for items
cutside the scope of the contract, or not based
on the most recent contract base or modification
rates will be considered improper and returned
for resubmission. Supporting documentation
requirements include:

(i) . Firm Fixed Price Items {items not subject to
any adjustment on the basis of the contractor's
cost experience, such as pre-established monthly
guaranteed minimums for detenticn or
transportation): do not require detailed
supporting decumentation unless specifically
requested by the Government.

Continued
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Sponsered by GBA
FAR (46 CFT) 83.110



REFERENCE NC. OF DQCUMENT BEING CONTINUED

PAGE OF

CONTINUATION SHEET DROIGSA-07-0004/HSCEDM-13-F-IGO30/P0CO01 5 I 7
HAME OF OFFEROR OR CONTRACTOR
PINAL COUNTY OF
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
{A} {B) (Cy [y (E) (F)

{ii} . Fixed Unit Price Items {items for allowable
incurred costs, such as detention and/or
transportation services with no defined minimum
quantities, stationary guard or escort services,
transportation mileage or cother Minor Charges
such as sack lunches and detainee wages): shall
be fully supported with documentation
substantiating the costs and/or reflecting the
estakblished price in the contract and submitted
in .pdf format.

{iii). Detention Services {(other than firm fixed
price):

{1} Bed day rate;

{2) Resident's/detainee's check-in and check-out
dates;

(3} Number of bed days multiplied by the bed day
rate;

{4} Name of each detainee;

{3) Resident's/detainee's identification
information

{iv}. Transportation Services (other than firm
fixed price):

{1} The mileage rate being applied for that
invoice,

{2) Monthly billing reports listing
transportation services provided: number of
miles; transportation routes provided; locations
serviced and/or names/numbers of detainees
transported; an itemized listing of all other
charges; and, for reimbursable expenses {e.g.
travel expenses, special meals, etc.} copies of
all receipts.

{v}. Stationary Guard Services {(other than firm
fixed price):

(1} The itemized monthly invoice shall state the
number of hours being billed, the duraticn of the
billing (times and dates) and the name of the
resident (s} /detainee(s} that was/were guarded.

{vi}. Other Direct Charges:

(1) The invoice shall include appropriate
supperting documentatien for any direct charge
billed for reimbursement.

4. Safeguarding Information. Sensitive
Personally Identifiable Information (Sensitive
Continued ...
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REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE CF

CONTINUATION SHEET| |\ 1 c.sn-07-0004 /HSCEDM-13-F-1G030/P0000 1 7 | 7
HAME QF OFFERQA QR CONTRACTCR
PINAL COUNTY OF
{TEM NG SUPPLIES/SERVICES QUANTITY [JUNIT LUNIT PRICE AMOLUNT
(A) (B) ¢y |ioy (E) (F)

in support of this contract.

THIS ORDER INCORPORATES (IF APPLICRBLE: THE
STATEMENT OF WQRK OR THE PERFORMANCE WORK
STATEMENT; ALL TERMS AND CONDITIONS OF THE IGSA
AGREEMENT (DROIGSA-C7-0004).

MSH T340-01-182.308T

2020-ICLI-00042 9699

QOPTIGMAL FORM 336 [4-88)
Speserod by GEA
FAR {48 CFR) 53110














































































































































































































































































































































































































































































































































































































































































































































































































































































































































































U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT

ICE Policy System
DISTRIBUTION: ICE
DIRECTIVE NO.: 6-8.0
ISSUE DATE: May 29, 2008
EFFECTIVE DATE: May 29, 2008
REVIEW DATE: May 29, 2011
SUPERSEDES: See Section 3 Below,

DIRECTIVE TITLE: ICE SUITABILITY SCREENING REQUIREMENTS FOR

2.1,

2.2.

2.3.

24,

2.5,

2.6.

2.7.

2.8,

2.9,

CONTRACTOR PERSONNEL

PURPOSE and SCOPE. This Directive establishes policy and procedures used to
determine a person’s suitability to work for contractors providing services to U.S.
Immipgration and Customs Enforcement (ICE). This Directive applies to all ICE
contractor personnel.

AUTHORITIES/REFERENCES.

Office of Management and Budget (OMB) Circular No. A-130, App. III, “Security of
Federal Automated Information Resources,” November 28, 2000.

Department of Homeland Secunty (DHS) Management Directive (MD) 11080, “*Security
Line of Business Integration and Management,” January 3, 2006.

DHS Sensitive Systems Handbook 4300A, Version 5.5. September 30, 2007, or latest
version. (See also Attachment J to 4300A, “Requesting Exceptions to Citizenship
Requirement.”)

DHS Sensitive Systems Policy Directive 4300A, Version 5.5. September 30, 2007, or
latest version.

DHS MD 11042.1, “Safeguarding Sensitive but Unclassified (For Official Use Only)
Information,” January 6, 2005.

Executive Order (E.Q.) 12829, “National Industrial Security Program (NISP).”

DHS Acquisition Regulation (HSAR), Section 3052.204-71 (codified at 48 CFR §
3052.204-71).

Department of Defense (DOD) 5220.22-M, *National Industrial Security Program
Operating Manual (NISPOM),” January 1995, with supplements, dated July 1997 and
February 2001. NISPOM replaces DOD Industrial Security Manual for Safeguarding
Classified Information, January 1991.

DHS MD 11035, “Industrial Security Program (ISP),” dated February 10, 2005.

ICE Suitability Screening for Contractor Personnel
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2.10.

2.11.

2.12.

2.13.

2.14.

2.15,

5.1.

3.2,

5.3.

Title 5, United States Code (U.S.C), § 552, "“The Freedom of Information Act,”
as amended.

5 U.S.C. § 552(a), “The Privacy Act of 1974,” as amended.
Title 5, Code of Federal Regulations (CFR), Part 736, “Personnel Investigations.”

Homeland Security Presidential Directive-12 (HSPD-12) “Policy for a Common
Identification Standard for Federal Employees and Contractors,” dated August 27, 2004.

Office of Personnel Management (OPM),” Investigations Service, Investigator’s
Handbook,” July 2007.

ICE Directive 5-2.0, “Safepuarding Law Enforcement Sensitive Information,”
March 23, 2007.

SUPERSEDED/CANCELLED POLICY/SUMMARY OF CHANGES. This
Directive is the originating and establishing directive for Suitability Screening
Requirements for Contractors.

BACKGROUND. The provisions of this Directive define the suitability screening
standards for contractor personnel requiring regular, ongoing, and unescorted access to
ICE-owned facilities; access to ICE-controlled facilities, or commercial facilities
operating on behalf of ICE; access to ICE information technology (IT) systems and the
systems' data; and access to Sensitive Information.

DEFINITIONS. The following definitions are provided for the purposes of this
Directive.

Access. The ability to enter and/or pass through an area or a facility; or the ability or
authority to obtain information, monetary or material resources. In relation to classified
information, it means the ability, authority, and/or opportunity to obtain knowledge of
classified information.

Adjudication. An examination of a person’s conduct over a sufficient period of their life
designed to make an affirmative determination as to their suitability for employment,
eligibility for access to classified information, materials and areas, or for their retention in
Federal employment.

Background Investigation. A term generically used to describe various types of
investigations into an applicant’s or employee’s personal history that are used to
determine the individual’s suitability for Federal employment and/or to make a
determination as to whether an individual is eligible for access to classified information
at the appropriate level for the position. These investigations are conducted using a
variety of methods, which include complction of questionnaires, electronic inquirices,

ICE Suitability Screening for Contractor Personnel
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written or telephone inquiries, or through personal contact with references. See Section
5.13 below for the various types of background investigations and their scope.

54. Contract. As defined in the Federal Acquisition Regulations, a contract is a mutually
binding lepal relationship obligating the seller to furnish the supplies or services
(including construction) and the buyer to pay for them. It includes all types of
commitments that obligate the Government to an expenditure of appropriated funds and
that, except as otherwise authorized, are in writing. In addition to bilateral instruments
(undertaken by or affecting two sides equally or binding on both parties), contracts
include, but are not limited to, awards and notices of awards; job orders or task letters
issued under basic ordering agreements; letter contracts; orders, such as purchase orders,
under which the contract becomes effective by written acceptance or performance; and
bilateral contract modifications. Contracts do not include grants and cooperative
agreements covered by 31 U.S.C. § 6301, et seq.

5.5. Contracting Officer (CO). A person with the authority to enter into, administer, and/or
terminate contracts, and make related determinations and findings. The CO maintains a
strong relationship with the COTR.

5.6.  Contracting Officer’s Technical Representative (COTR). A person who has been
delegated authonty by a contracting officer to perform specific functions in managing a
contract and/or business arrangement. The COTR provides technical direction within the
confines of the agreement, monitoring performance, ensuring requirements are met
within the terms of the contract, and maintaining a strong relationship with the CO. The
CO and COTR work together to ensure the contract requirements are clearly
communicated to the contractor.

5.7. Contractor Personnel. An agent or employee of an entity that provides supplies or
services to ICE pursuant to a contract.

5.8. Entry on Duty Determination (EQD). All contractor personnel assigned to work in
positions requiring access to ICE facilities, information or IT positions are required to
undergo a pre-employment background check to determine their suitability for
employment. If the completed pre-employment background check results are favorable,
prospective contractor personnel are allowed to enter on duty prior to completion and
adjudication of the more in-depth personnel security investigation.

5.9. Electronic-Questionnaire for Investigations Processing (e-QIP). A web-based
automated system that allows individuals to electronically enter, update, and transmit
their personal investigative data over a secure Internet connection.

5.10. ICE Facility. ICE-owned buildings or leased space, whether for single or multi-tenant
occupancy, and its grounds and approaches, any portion of which or all are under the
jurisdiction, custody or control of ICE; ICE-controlled commercial space shared with
non-government tenants; ICE-owned contractor-operated facilities; and facilities under a
management and operating contract such as for the operation, maintenance, or support of
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2020-ICLI-00042 10015



5.11.

5.12,

5.13.

a Government-owned or controlled research, development, special production, or
testing establishment.

Information Technology (IT). As defined by 40 U.S.C. § 11101(6) (“Clinger-Cohen
Act”), any equipment, or interconnected system or subsystem of equipment used in the
automatic acquisition, storage, analysis, evaluation, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or
information by ICE.

IT Systems. Information technology systems that are (1) owned, leased, or operated by
ICE; (2) operated by a contractor on behalf of ICE; or (3) operated by another Federal,
state or local government agency on behalf of ICE.

Personnel Security Investigations (PSI) for Contractor Personnel at ICE.
Investigations conducted on contractor personnel that serve as the basis for
determinations of suitability for employment and eligibility for access to ICE facilities
and sensitive information. These investigations focus on an individual’s character and
past conduct that may have an impact on the integrity and efficiency of ICE. Types of
investigations arc as follows.

1) Background Investigation (BI): Coverage period is 10 years. Consists of a National
Agency Check (NAC) (see Section 5.13(5) below); a personal Subject Interview and
source interviews; employment (5 years); education (5 years and most recent degree);
residence (3 years); law enforcement agency checks (5 years); and a credit check
(5 years).

2) Child Care National Agency Check and (written) Inquiries: An enhanced National
Agency Check with Inquiries (NACI) (see Section 5.13(6) below) that, to meet
special investigation requirements for those in child care provider positions, searches
records of State Criminal History repositories of the state where the subject resides.

3} Limited Background Investigation {LBI): Coverage period is 10 years. Consists of a
NAC (see Section 5.13(5) below); a personal Subject Interview and source
interviews; employment, education and residence (3 years); law enforcement agency
checks (5 years); and credit check (5 years).

4) Minimum Background Investigation {(MBI): Coverage period is 5 years. Consists of
a NAC (see Section 5.13(5) below), a personal Subject Interview, employment,
education and degree(s) (5 years); residence (3 years); law enforcement agency
checks (5 years); and credit check (5 years). Other than the subject interview, there
are no source interviews conducted during this investigation.

5) National Agency Check (NAC): Consists of records searches in the OPM
Security/Suitability Investigations Index (SII); Federal Bureau of Investigation (FBI)
Identification Files; FBI National Criminal History Fingerprint File; Defense
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5.14.

5.15.

5.16.

6)

7

8)

Clearance and I[nvestigations Index (DCII}); and other sources, as necessary, to cover
specific areas of a subject’s background. It is an integral part of all investigations.

National Agency Check with Inquiries (NACI): Coverage period is 5 years. Consists
of a NAC, employment checks (5 years); education checks and degrees (S years),
residence checks (3 years); law enforcement agency checks (5 years); and personal
reference checks. Pursuant to the requirements of the HSPD-12, a NACI must be
initiated and a favorable fingerprint check completed prior to the issuance of a
Personal Identity Verification (PIV) Card.

Single Scope Background Investigation (SSBI): Consists of a NAC {Section 5.13(5)
above), a spouse or cohabitant NAC, a personal Subject Interview, and citizenship,
education, employment, residence, law enforcement, and record searches covering the
most recent ten (10) years or since the 18" birthday, whichever is shorter.

Investigation Exception: An exception to the above investigations may be granted for
contractor personnel requiring physical access to ICE facilities for short-term periods
of time. A fingerprint-based criminal history check and a citizenship check are
required for building access only and will be handled on a case-by-case basis.

Personnel Investigations Processing System (PIPS). A database used by OPM to
manage its investigations program.

Public Trust Positions. Positions defined under 5 CFR 731 that may involve policy-
making, major program responsibility, public safety and health, law enforcement duties,
fiduciary responsibilities, or other duties demanding a significant degree of public trust;
and positions involving access to, operation of, or control of financial records with a
significant risk for causing damage or realizing personal gain.

Risk Levels Applied to Contractor and Public Trust Positions.

)

2)

3

Low Risk: Positions have the potential for limited impact on the integrity and
efficiency of [CE. The positions involve duties and responsibilities of limited relation
to an agency or program mission.

Moderate Risk: Positions have the potential for moderate to serious impact on the
integrity and efficiency of the service. These positions involve duties that are
considerably important to the agency or program mission with significant program
responsibility or delivery of service.

High Risk: Positions have the potential for exceptionally serious impact on the
integrity and efficiency of the service. These positions involve duties that are
especially critical to the agency or program mission with a broad scope of
responsibility and authority.

ICE Suitability Screening for Contractor Personnel
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5.17.

5.18.

5.19.

5.20.

5.21.

5.22.

Sensitive Information. Any information the loss, misuse, disclosure, or unauthorized
access to or modification of which could adversely affect the national or homeland
security interest, or the conduct of Federal programs, or the privacy to which individuals
are entitled under 5 U.S.C. § 552(a), The Privacy Act of 1974, as amended, but which has
not been specifically authorized under criteria by an Executive Order or an Act of
Congress to be kept secret in the interests of national defense, homeland security, or
foreign policy. This definition includes the following categories of information.

1) Protected Critical Infrastructure Information (PCII) as described in the Critical
Infrastructure Information Act of 2002, 6 U.S.C. § 211-224; its implementing
regulations, 6 CFR 29; or the applicable PC!I Procedures Manual.

2) Sensitive Security Information (SS]) as described in 49 CFR 1520.

3) Sensitive But Unclassified Information (SBU) consists of any other information,
which, if provided by the government to the contractor and/or contractor personnel is
marked in such a way as to place a reasonable person on notice of its sensitive nature
and is designated “sensitive™ in accordance with subsequently adopted homeland
security information handling requirements.

Staff-like Access. Unescorted or unaccompanied access by contractor personnel in a
manner similar to access by a Federal employee to ICE-owned or controlied facilities,
information systems, security systems, or products containing SSI or SBU.

Standard Form 85P (SF 85P), Questionnaire for Public Trust Positions. Used to
collect information for public trust positions.

Standard Form 86 (SF 86), Questionnaire for National Security Positions. Used to
collect information for national security positions.

Suitability. A determination based on an individual's character and/or conduct that may
have an impact on the integrity and/or efficiency of the individual’s employment. A
suitability determination is required for all positions and is a process separate and distinct
from a security determination which determines an individual’s eligibility for assignment
to, or retention in, a sensitive national security position,

Suitability Screening. The process of determining a person’s suitability for employment
to work or provide services as a contractor or contractor personnel to ICE.

POLICY. All contractor personnel positions within ICE shall be screened for suitability
to ensure organizational integrity and efficiency throughout the ICE workforce. All ICE
contractors, subcontractors, consultants, licensees, and grantees requiring access to
classified information shall be investigated commensurate with the risk levels as
described in the OPM Public Trust Designation Model or pursuant to E.O. 12829, NISP,
and DHS MD 11035, ISP.
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7.1.

7.2.

RESPONSIBILITIES.

The Office of Professional Responsibility (OPR) Director is also the designated
ICE Chief Security Officer (CSQO) and is responsible for administering the Personnel
Security and Suitability Program.

The OPR Personnel Security Unit (PSU), Unit Chief, under the direction of the ICE
CSQ, is responsible for implementing the minimum standards required by this Directive.
These requirements are to ensure and maintain integrity in the workforce. The PSU is
responsible for the following actions:

1) Working with ICE program offices to develop specific procedures for incorporating
contractor personnel suitability screening requirements into the procurement and
contract oversight process;

2) Documenting the process by which a risk-level assessment is made;

3) Receiving and processing security forms to initiate required suitability investigations
of contractor personnel;

4) Adjudicating the results of pre-employment and suitability investigations and
advising the COTR and other offices on a need-to-know basis of the adjudication;

5) Conducting or arranging for additional investigation, when necessary, to resolve
suitability issues;

6) Providing contractor personnel an opportunity to respond to unfavorable information
developed during an investigation prior to taking any unfavorable action based on that
information;

7) Notifying the COTR (or if none assigned, the CQ), as appropnate, in writing to deny
access to contractor personnel who are found unsuitable for access to ICE facilities,
sensitive information, or IT systems;

8) Tracking suitability screening investigations and maintaining security files on
contractor personnel;

9) Determining, in consultation with the Program/Project Manager or COTR (if
assigned), which contracts require security investigations of contractor personnel;

10) Developing, in coordination with the Office of Acquisition (OAQ) Management, the
appropriate language for inclusion in solicitations, contracts, and agreements; and

11) Coordinating, as appropriate, with the COTR (if assigned) or the CO on actions to
take whenever reasonably credible information is received that appears to raise a
question concerning the suitability of contractor personnel.
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7.3. The Office of Acquisition Management and ICE Program Offices are responsible for the
following:

1) The Program/Project Manager or originator of the procurement request is responsible
for coordinating with the OAQ Management and PSU to ensure that all proposed
solicitations and contracts are reviewed to determine whether contractor personnel!
will require access to ICE facilities, and/or sensitive IT systems;

2) The OAQ Management is responsible for ensuring that whenever a solicitation,
contract, or agrcement requires investigation of any contractor personnel, the
document contains language sufficient to achieve this objective in an orderly and
expeditious manner. The document shall also contain language to allow ICE to deny
contractor personnel access to ICE facilities, sensitive information, or IT systems if
the PSU determines the contractor personnel is unsuitable;

3) The OAQ Management and the Program/Project Manager are responsible for
ensuring that the PSU and the COTR are notified whenever there is a change in
the status (e.g., replaced, extended, defaulted, terminated, etc.) of an existing contract
that makes contractor personnel subject to investigation;

4) The Program/Project Manager is responsible for notifying the COTR and OAQ of any
reasonably credible information received that may raise a question about the
suitability of any contractor personnel;

5) The COTR or (if none assigned) the Contracting Officer is responsible for notifying
PSU of any reasonably credible information received that may raise a question about
the suitability of any contractor personnel;

6) The Program/Project Manager is responsible for ensuring that the PSU is advised of
any contracts in which access to ICE facilities, sensitive information, or IT systems
will be completed in 90 days or less;

7) The Program/Project Manager is responsible for coordinating with the security office
to establish risk levels for all positions;

8) The COTR or (if none is assigned) the Contracting Officer is responsible for
notifying the PSU if the status of contractor personnel changes in any way; and

9) The Program/Project Manager is responsible for ensuring the contracting company is
notified of the results of the suitability screening for individual contractor personnel.

7.4. The Office of the Chief Information Officer (OCI10) is responsible for ensuring that all
IT systems acquisition documents, including existing contracts, include appropriate IT
security requirements and comply with DHS and ICE IT security policies.
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7.5. The Program/Project Manager is responsible for coordinating with the OPR PSU to
determine the applicable contractor personnel suitability and security investigative
requirements needed under a particular contract prior to the Contracting Officer’s
issuance of the solicitation prospective. This requirement applies to any proposed
agreements with outside parties that could result in non-ICE personnel having access to
ICE facilities, sensitive information, or IT systems.

7.6. The COTR is responsible for the following:

1) Ensuring that the contract company submits completed security forms and information
on behalf of each of its contractor personnel (including prospective subcontract
employees) subjcct to a security investigation as required by the applicable contract;

2) Ensuring that the PSU is notified whenever contractor personnel have
completed the work as required under the contract or leave their position
with the contractor;

3) Ensuring the forms required for investigations of contractor personnel are completed
and submiitted to the PSU prior to granting contractor personnel or subcontractor
personnel access to ICE facilities, sensitive information, or IT systems;

4) Coordinating with the Contracting Officer to ensure, at the direction of the PSU,
that appropriatc actions are taken to address any questions that arise regarding the
suitability of any contractor personnel. Appropriate actions may include, but are not
limited to, temporarily denying the contractor personnel access to ICE facilities,
sensitive information, or IT systems pending resolution of the issue(s) raising a
question of suitability;

5) Ensuring, at the direction of the PSU, that appropriate action which may involve
excluding the contractor personnel from working on any aspect of the ICE contract is
taken when contractor personnel are found unsuitable for access to ICE facilities,
sensitive information, or IT systems; and

6) Ensuring the OPR PSU is notified when derogatory information which may affect
the status of any contractor personnel is revealed, discovered, or reported.

8. PROCEDURES.
8.1.  General Investigative Standard for Contractor Personnel.

1) Prior to commencement of any work under a contract with ICE, all contractor
personnel will be evaluated for suitability for access to ICE facilities, sensitive
information, and IT resources. This screening process is required for every position;
is conducted by personnel security specialists; and serves to protect the interests of
ICE. The type of PSI necessary under this process will be commensurate with the
nature and the risk level of the positions as described in the Investigations Matrix
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8.2.

8.3.

2)

3)

4)

3)

10

(see attachment). [CE reserves the right to restrict contractor personnel access to ICE
facilities, sensitive information, and IT systems.

A security clearance determination of whether contractor personne! should be eligible
for access to classified information is a process separate and distinct from the
suitability determination and is conducted in accordance with DHS MD 11035, ISP,

ICE will afford fair, impartial, and equitable treatment to all contractor personnel
through the consistent application of suitability standards, criteria, and procedures as
specified in applicable laws, regulations, and orders.

The minimum investigation standard for [CE contractor personnel requiring
unescorted facility access on a recurring basis will be the NACI, This investigative
standard will meet the requirements of HSPD-12. Prior to being given access to ICE
facilities, sensitive information, or IT systems, contractor personnel must first have
received a favorably adjudicated suitability determination as described in Section
8.1.1 above. The suitability determination may be conducted prior to or concurrently
with a NACI investigation.

For contractor personnel processed in accordance with DHS MD 11035, ISP, the
investigative standard for access to secret classified information will be an MBI. The
minimum investigative standard for access to top secret classified information will be
an SSBL

6) Exception: An exception may be granted for contractors, subcontractors, vendors and

others who do not require access to IT systems, but require temporary (less than 6
months), unescorted facility access, in which case they shall undergo a fingerprint-
based criminal history records check and a citizenship check. This is considered the
only exception to HSPD-12 investigative requirements.

EOD Determinations. A favorable EOD determination allows contractor personnel to
commence work before the required personnel security investigation is completed. The
EOD determination does not substitute for the required personnel security investigation.
In addition, if contractor personnel for a High Risk IT position (for example, system
administrator, programmer, hardware technician, or firewall manager) receive a favorable
EOD determination, the contractor personnel may only perform duties equivalent to
Moderate Risk positions until the required background investigation is completed.

Risk Assessment.

)

The PSU and the Program/Project Manager shall determine the risk level for each
contractor personnel position. The risk level is based on an overall assessment of the
damage an untrustworthy contractor personnel could cause to the efficiency and/or
integrity of [CE operations. When determining risk levels, the duties of contractor
personnel may be compared to those of ICE employees in similar positions.
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2) Contractor personnel having access to 1CE facilities, IT systems, or Sensitive
Information will receive an appropriate suitability screening based on the risk level of
the position. See Section 5.16 above for descriptions of Risk Levels.

8.4. Adjudication Criteria. Suitability determinations are to be made in accordance with
the following criteria:

1) Specific factors. When making a suitability determination, the following may be
considered a basis for finding contractor personnel unsuitable:

a) Misconduct or negligence in employment;
b) Criminal or dishonest conduct;

¢) Material, intentional false statement or deception, or fraud in examination or
appointment;

d) Refusal to furnish testimony;
e) Alcohol abuse of a nature and duration which suggests that the contractor
personnel would be prevented from performing the duties of the position in

question, or would constitute a direct threat to the property or safety of others;

f) Illegal use of narcotics, drugs, or other controlled substances, without evidence of
substantial rehabilitation;

g) Knowing and willful engagement in acts or activities designed to overthrow the
U.S. Government by force; and/or

h) Any statutory or regulatory bar which prevents the lawful employment of the
contractor personnel involved in the position in question.

2) Additional considerations, In making a suitability determination, ICE shall consider
the following additional considerations to the extent OPR PSU deems them pertinent
to the individual case:

a) The nature of the position for which contract personnel are applying or are
employed;

b} The nature and scriousness of the conduct;
¢) The circumstances surrounding the conduct;
d) The recency of the conduct;

¢} The age at the ime of the conduct;
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3)

12

fy The contributing societal conditions; and/or
g) The absence or presence of rehabilitation or efforts toward rehabilitation.

A contractor personnel’s eligibility may be cancelled or they may be denied
employment or removed if there is an unsuitability determination.

8.5. Citizenship and Residency Requirements.

1)

2)

Only U.S. citizens are eligible for employment on contracts requiring access to ICE
IT systems or involvement in the development, operation, or management of ICE IT
systems, unless an exception is granted in accordance with the procedures set forth in
section 8.10 (2) of this directive. Exceptions to this policy must be obtained for any
non-U.8. citizens, including Foreign Nationals (FN’s) and Foreign Service Nationals
(FSN’s) for whom access to ICE or DHS systems is needed. Lawful permanent
residents are not U.S. citizens.

Any contractor personnel who has resided outside of the United States for more than
two of the last five years preceding their employment with ICE, must provide ICE
with references, all of whom must be U.S. citizens, who can verify her or his
reportable activities (for example, places of residence, educational institutions
attended, etc.) outside the United States during this period. Sufficient information
must be available to permit an investigation to be conducted to the same standard as
would be required if the contractor personnel resided within the United States or the
contractor personnel will be ineligible to work on the contract. Exceptions to the
residency requirement may be made if the contractor personnel work or worked for
the United States overseas in a Federal or Military capacity or was a dependent of a
Federal or Military employee serving overseas during the period in question,

8.6. Retroactive Effect.

1)

Contractor personnel who have been investigated and approved by ICE prior to the
issuance of this Directive, but whose investigation is not commensurate with the risk
level indicated in the “Investigations Matrix™ (see attachment), must be scheduled for
an updated investigation not later than twelve (12) months after the issuance of this
Directive. Such contractor personnel are eligible to maintain access for one (1) year
or less provided performance is under the existing contract (to include exercise of
options) and the risk-level of the assigned position does not change.

a) These contractor personnel cannot perform work under a different contract or at a
different risk level when performing under the same contract until the
investigative requirements set forth in the “Investigations Matrix” (sce
attachment) are met.

b) After a re-compete and award on the same contract, contractor personnel must
meet the required background investigation standards as set forth in the
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Investigations Matrix (see attachment) that is commensurate with the risk level of
their position.

Contractor personnel currently working on an ICE contract who have not been
investigated prior to the issuance of this Directive must meet the investigative
standard. The required personnel security investigation on these individuals must be
scheduled not later than six months after issuance of this Directive. Contractor
personnel may continue to work while the investigation is in process.

Lawful permanent residents who have been investigated and approved by ICE prior
to the issuance of this Directive to work on unclassified contracts that involve access
to or assisting in the development, opecration, management, or maintenance of ICE IT
systems may remain in the present position. However, they are not eligible to (1)
transfer between contracts; (2) transfer to another position at a higher risk level; or (3)
remain on a contract after a re-compete and award unless a waiver is granted in
accordance with Section 8.10.

Reinvestigations. Contractor personnel in High Risk positions will be reinvestigated
every 5 years or more frequently as circumstances warrant. Contractor personnel! in
Moderate or Low Risk positions are required to be reinvestigated every 10 years, unless
specific derogatory information is received that would warrant an earlier reinvestigation.

Standards for Using Previous Investigations. Whenever practical, ICE will use
previous investigations conducted by DHS components to reduce the number of
investigation requests, associated costs, and unnecessary delays.

)

2)

ICE will use previous investigations conducted at the same risk levels, subject to the
5-year and 10-year reinvestigation requirements, by other DHS components with
appropriate updates to documentation on file for transfers within DHS. Previous
investigations will be obtained and/or reviewed in conjunction with other appropriate
checks to make a suitability decision for employment. If the investigation is
unavailable for review, a new and appropriate investigation will be completed.

Any investigation conducted by or for another Federal agency on a contractor that is
of the same or higher type and scope as the one required is sufficient to meet the
investigative requirements if it was conducted within the past 5 years. The
investigation will be obtained and/or reviewed in conjunction with pre-employment
checks to make a suitability decision for employment. If that investigation is
unavailable, new security forms will be obtained, preliminary checks will be
completed and a new and appropriate investigation will be completed.

Adverse Information and Revocation of Access.

1) When adverse information is uncovered in the course of an investigation, the scope of

the inquiry will normally be expanded to the extent necessary to obtain such
additional information as may be required to determine whether the contractor’s
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personncl may be granted unescorted access to ICE facilities and/or
sensitive information.

2) Contractor personnel on whom unfavorable or derogatory information has been

3)

uncovered must be presented with the information and offered an opportunity to
refute, explain, clarify, or mitigate the information in question. If a determination
of ineligibility is made, the individual will be formally notified and informed of the
reason(s).

Adverse information may not be disclosed to the employer of the contractor
personnel. When a final determination has been made, the employer shall be
informed, simultaneously with notification to the affected individual, that the
contractor personnel is ineligible to render services or otherwise perform under the
contract.

Waivers and Exceptions.

1) Operational, physical, or unforeseen circumstances may prevent or preclude the

implementation in a timely manner of some of the requirements of this Directive. In
such cases a waiver or exception to the stated requirements may be requested. The
waiver or exception request must be in writing and addressed to the ICE Chief
Security Officer {CSO) and identify a compelling reason for issuance of a waiver or
exception. Access will not be granted under the waiver or exception process until the
waiver or exception is approved by the ICE CSO.

2} Exceptions to the U.S. citizenship requirement noted in section 8.5 (1) of this

directive are treated separately from standard exceptions and waivers. Since access
for foreign nationals is normally a long-term commitment, citizenship exceptions may
only be granted by the Assistant Secretary or their designee, with the concurrence of
both the DHS CSO and DHS CIO or their designees. In order for the exception to be
granted:

a} The individual must be either a Lawful Permanent Resident of the United
States or a citizen of any nation on the Allied Nations List maintained by the
Department of State.

b) All required security forms specified by DHS and any necessary background
check must be satisfactorily completed.

¢} There must be a compelling reason for using the individual as opposed to a
U.S. citizen.

d) The exception must be in the best interest of DHS.

Requests for exceptions must be in writing utilizing Attachment J of the DHS 4300A
Sensitive Systems Handbook.
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3) Requests for waivers or exceptions to any other requirement set forth herein, to
include surge support and resource issues, must be submitted in writing to the ICE
CSO. Waiver or exception requests must include a justification and will be
considered on a case-by-case basis.

9. ATTACHMENT. Investigations Matrix.

10. NO PRIVACY RIGHT STATEMENT. This Directive is an internal policy
statement of ICE. It is not intended to, and does not create any rights, privileges, or
benefits, substantive or procedural, enforceable by any party against the United States; its
departments, agencies, or other entities; its officers or employees; or any other person.

Approved: :‘; , ) ma

Jul{e L. Myers
Assistant Secretary
U.S. Immigration and Customs Enforcement
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ATTACHMENT
Investigations Matrix

TYPE OF INVESTIGATION PRELIMINARY CHECKS
SECURITY REQUIRED REQUIRED FOR ECD
RISK LEVEL FORMS DETERMINATION
REQUIRED IT Positions PNo_n_—l'l‘ IT Positions Non-IT Positions
ositions
Favorable Review | Favorable Review
of Forms of Forms
Background Background Favorable Favorable
Investigation | Investigation fingerprint & fingerprint &
(BD? (BD) credit credit
HIGH
-SF 85P Scheduling of the | Submission of the
BI BI
-FD 258
(Only eligible for
-Credit Release access 1o the
Form Moderate Risk
Level)
-SF 85p-§'
Favorable Review | Favorable Review
-OF 306 of Forms of Forms
Minimum Minimum
Background Background Favorable Favorable
MODERATE Investigation | Investigation fingerprint & fingerprint &
(MBI) (MBI credit credit
Scheduling of the Submission of
MBI MBI
FaﬁoArg]I)]e Favorable Review
-SF-85p ) . . of Forms
FD-258 Not applicable Review of Not applicable
LOW? -Crcdlit Release No IT Forms No IT positions Favora}blc
orm o : . w . 19 fingerprint &
-OF 306 posmon§ are Fingerpnnt are “Low Risk credit
“Low Risk” and Name Submission of
Check NACT

' Only Weapons-Carrying Contract Guards must complete the SF 85P-S in addition to SF 85P.
* IT Positions or detail assignments that require access 1o Sensitive But Unclassified information or Law Enforcement Scnsitive
Information, i.e. TECS.
* NACI must be initiated and a faverable fingerprint check compleied prior to the issuance of a DHS Personal Identity
Venfication (P1V) Cand.
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Secretary

U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security

July 1, 2004

MEMORANDUM FOR: Deputy Secretary
Under Secretaries
Director, U.S. Secret Service
Commandant, U.S. Coast Guard
Assistant Secretary, ICE
Commissioner, CBP
Acting Administrator, TSA

FROM: Tom Ridge /7, ﬁ“% ,

SUBIJECT: Use of Deadly Force Policy

Attached is the Department of Homeland Sccurity (DHS) Use of Deadly Force Policy
which T issued today. The policy, applicable to all DHS law enforcement officers and
agents, 15 intended to provide the standard for all DHS components. Qfficials and
supervisors should take appropriate steps to ensure that pre-existing use of force policies
comply with this ncw standard and incorporate its core principles.

The following Use of Deadly Force Policy was developed by a Task Force comprised of
DHS headquarters and component representatives to unify to the extent feasible and
practicable existing DHS agency policies. The resulting umbrella policy reflects the
components’ different law enforcement missions and activities, and permits the agencies
to adopt more detailed operational guidance with DIS approval.

www.dhs.gov
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DEPARTMENT OF HOMELAND SECURITY POLICY ON THE
USE OF DEADLY FORCE

June 25, 2004

By virtue of the authority vested in the Secretarv of the Department of Homeland
Sccurity, including the authority vested by 6 11.S.C. §112(a), I hereby establish a
Department of Homeland Security policy on the usc of deadly force for law enforcement,
The policy set forth herein is intended to set uniform standards and provide broad
guidelines for the use of force by law enforcement officers and agents of the Department
of Homeland Security performing law enforcement missions. The provisions of this
Order apply to all law entorcement officers and agents of the Department of Homeland
Security.

. GENERAL PRINCIPLES

[.aw enforcement officers and agents of the Department of Homeland Securily may use
deadly force only when necessary, that is, when the officer has a reasonable belief that
the subject of such foree poscs an imminent danger of death or serious physical injury to
the officer or (o another person.

A. TFleeing subjects. Deadly force may not he used solely to prevent the escape of a
fleeing suspect.

B. Firearms may not be fired solely to disable moving vehicles, vessels, aireraft, and
other conveyances, except as follows:

1. United States Secret Service agents and olficers, in exercising the United States
Secret Service’s protective responsibilities, may discharge firearms to disable moving
vehicles, vessels, and other conveyances. United States Secret Service agents and officers
may discharge firearms to disable aircraft in flight, only if the use of deadly force against
the occupants of the aireraft would be authorized under this policy.

2. U.S. Immigration and Customs Enforcement, 1J.S. Customs and Border
Protection and U.S. Coast Guard law enforcement officers and agents, when conducting
maritime law enforcement, may fire fircarms to disable moving vessels or other
conveyances.

C. If feasible and if to do so would not increase the danger to the officer or others, a
warning to submit to the authority of the officer shall be given prior to the use ot deadly

force.

D. Warning shots are not permitted, except as {ollows:
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t. Warning shots may be used by United States Secretl Service agents and officers
in exercising the United States Secret Service's protective responsibilities.

2. Warning shots may be used by U.S. Immigration and Customs Enforcement,
U.8. Customs and Border Protection and 1).S. Coast Guard law enforcement officers and
agents when conducting maritime law enforcement only as a signal to a vessel to stop.

3. Warning shots may be used by U.S. Immigration and Customs Enforcement,
1].S. Customs and Border Protection and 1.8, Ceast Guard law enforcement officers and
agents when conducting aviation law enforcement operations only as a signal to an
atreraft to change course and fotlow direction to leave airspace.

E. Officers will be trained in alternative methods and tactics for handling resisting
subjects which must be used when the use of deadly force is not authorized by this
policy.

[I. GUIDELINES

A. Homeland Security Directorates and Agencies shall, to the extent
necessary, supplement this policy with pelicy statements or guidance consistent with this
policy. Such policy statcments shall be subjeet to review and approval by appropriate
departmental offices, including the Office of General Counsel, 10 ensure consistency with
law and departmental standards and policies.

B. The respective Homeland Sceurity Directorate Under Secretaries, the
Commandant of the United States Coast Guard, and the Director of the United States
Sccret Service shall approve guidelines for weaponless control techniques, intermediate
weapons, and firearms or lethal weapons with non-lethal munitions, in accordance with
this policy and that directorate’s or agency's unique law enforcement mission, training,
and equipment.

HI. MILITARY ACTIVITIES

This policy shall not apply to the United States Coast Guard when engaged in
warfighting, the military defense of the United States, or other military activities where
Standing Rules of Engagement apply or to other operations at sea addressed by other
policies or direction,

IV. SAVINGS
To the extent agency and component policies and procedures in place prior 1o the creation
of the Department of Homeland Security are consistent with this policy, they remain in

full force and effect unless otherwise revoked or modified.

V. APPLICATION OF TIIE POLICY
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This Policy is not intended to, and does not, create any right or benefit, substantive or
procedural, enforceable at law or in equity, against the United States, its departments,
agencies, or other entitics, its officers or employees, or any other person.

¥

WM____

Tom Ridge
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Procedures to properly don, doff, adjust and wear body armor;

Limitations of body armor;
* Proper care, maintenance and useful life of the body armor; and,
¢ Use of firearms while wearing body armor.

7.9. Employees shall notify their supervisor(s) of the need to replace wom, damaged
or ill-fitting body armor should such a need be identified by the armed officer or
SFIL.

7.10. Body armor that is no longer serviceable will be physically and electronlcally
transferred to the NFTTU for final disposition.

7.11. Expired body armor distributed prior to the utilization of the NFTTU automated
system for inventory and accountability shall be physically transferred to the
NFTTU for final disposition. The NFTTU shall furnish guidance for the manual
transfer of body armor that is not documented in FIS.

7.12.  Additional guidance or instructions regarding the identification, procurement,
replacement, transfer, tracking and inventory of body armor may be issued by the
NFTTU to address agency transition, reorganization and/or realignment.

8. NO PRIVATE RIGHT STATEMENT. This Directive is an internal policy
statement of ICE. It is not intended to, and does not create any rights,
privileges, or benefits, substantive or procedural, enforceable by any party
against the United States; its departments, agencies, or other entities; its
officers or employees; or any other person.

Approved W

Michael J. Grc
Assistant Secretary
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